SiegeAPP

Application Security Services

Manage Digital Risk Intelligently

Applications are built to enable valuable business processes,

so their security must be confidently secured. And with
increasing cyber threats and stricter privacy laws, applications
need to be fortified with the best protective measures possible.
Often, however, security is added almost as an afterthought

(if at all) and when software is developed by an outsourcer
hidden holes, malware and back doors can be extremely difficult
to detect, exposing the application data and customers to a
wide range of possible exploits.

SiegeWorks is a leading global enterprise security services firm
that helps clients plan, design, and build smart, flexible and
scalable digital asset protection solutions. Experienced
consultants help enterprises rid their applications of design,
coding, and delivery vulnerabilities.

Why SiegeWorks?

SiegeWorks Application Fortified Enterprise (SAFE™)
methodology utilizes award-winning procedures and best
practices techniques. The approach assures professionalism,
commitment and ROI for more than 400 clients internationally.
Consultants and engineers bring years of experience with
complex database and application security implementations.

SiegeAPP Application Security Services

SiegeWorks International Services Group (ISG) guarantees
strategic risk mitigation through SiegeAPP™ Application
Security Services.

SiegeAPP Assessment:

SiegeWorks consultants fix vulnerabilities and improve
development practices. Services for off-the-shelf and
customized applications include:

* Audits

* Vulnerability Assessments

* Deep Penetration Tests

» Code Reviews & Tracing

« Discovery of Insecure Coding Practices

www.siegeworks.com

SiegeAPP Design & Development:

Experts work with the enterprise team to design and develop
secure applications aligned with business needs and IT
requirements. Remediation and custom coding is offered

for enterprise and Web applications, databases,

and wireless applications.

SiegeAPP covers all major enterprise applications
and platforms, including:

By Category:

« Client/Server (DB2, Informix, Oracle, SQL Server, Sybase)

« Collaborative (Email, Groupware,
Document, Message Management)

» Compliance and privacy

» Data Warehousing

* E-Commerce

« Enterprise Application Integration (EAI)

« Enterprise Resource Planning (ERP)

* Customer Relationship Management (CRM)

* Federated Identity Management

» Maintenance, Repair and Operations (MRO)

¢ Personal (Games, Entertainment Software, Home office)

« Security Products (Authentication, Content Filtering,
Firewalls, IDS, etc.)

» Web Services (UDDI, SOAP, WSDL)

* Wireless

* XML Applications

By Platform:

* BEA

*IBM

» Java/J2EE (iPlanet, Oracle App Server,
WebLogic, WebSphere)

 Microsoft (ASP, COM/DCOM)

* Oracle

» Peoplesoft

* SAP R/3

* Siebel Systems
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SiegeAPP

Application Security Services (continued)

SiegeAPP Education & Training:

Application security training and certification programs, such
as Secure Coding, are offered by SiegeUNIVERSITY (Siege-U).
For an up-to-date course calendar, please visit our website at
www.siegeworks.com/education.

Contact Us

SiegeWorks continually exceeds clients’ expectations of what
a security services firm can do. Find out how to create true
competitive advantage for your enterprise applications.

SiegeWorks is headquartered in Dublin CA, with offices in major
cities worldwide: Sacramento, Seattle, Salt Lake City, Raleigh
NC, Philadelphia, New York City, Tokyo, Manila, Hong Kong,
Singapore, Malaysia, Australia, India and Mexico City. Contact
SiegeWorks by calling 1-925-224-7720 or locate their nearest
sales office at http://www.siegeworks.com/contact.html.

www.siegeworks.com

Key Benefits at a Glance:

» Fortify applications and protect sensitive data
» Minimize risk of exposure, vulnerabilities, and exploitation
* Protect business revenues and growth
* Prevent customer privacy breach
» Guarantee most advantageous digital protection
* Learn how to keep applications secure through
training and education
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