SiegeWorks

Digital Defense Services

Smart Businesses Demand SiegeWorks

Vital business processes must be protected. Creating truly
secure global IT infrastructures that prevent information theft
and privacy breaches requires highly specialized, cutting edge
knowledge. SiegeWorks delivers this expertise, building an
impenetrable defense system against computer hackers, viruses,
worms, Trojans, spyware, and innumerable internal and exter-
nal threats. SiegeWorks is a leading global enterprise security
services firm, helping clients plan, design, and build bulletproof
IT infrastructures.

Unmatched Protection for Data and Applications

Methodologies such as the SiegeWorks Digital Defense Services
(SiegeWorks DDS™) Methodology and SiegeWorks Application
Fortified Enterprise™ (SAFE™) ensure that clients receive
maximum return on investment. SiegeWorks professional
services, consulting and integration offerings are based on
proprietary and award-winning methodologies and processes
second to none, as well as documented industry-leading best
practices. Its proven solutions and services serve an
international audience and are trusted by Fortune 1000
companies across financial services, energy, utilities, healthcare,
biotechnology, pharmaceuticals, telecommunications, legal,
retail, technology, and government sectors.

Adapt and Innovate to Mitigate Risks

SiegeWorks’ portfolio of services and advanced technology
solutions enables clients to quickly assess critical network

and application vulnerabilities, implement proactive security
strategies, and constantly monitor and adapt to a changing risk
environment. It ensures that businesses are protected against
loss, legal issues, and audit complications. It guarantees security
for information as it is stored and exchanged, allowing
companies to protect their brand, evolve their business models,
and gain competitive advantage.
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SiegeWorks brings years of experience with security for large
applications and databases to every engagement. Consultants
work closely with each client to design a solution that fortifies
the entire network—including business applications and
outsourced processes. After an in-depth evaluation of the
environment, state-of-the-art technologies are implemented
based on prioritization of business-critical data and processes.
Remediation, training, and reporting ensure accountability and
maximum ROI. Advanced implementations take advantage of
SiegeWorks’ valuable partnerships with other industry leaders.

Whether a company needs to overhaul their security
architecture, or simply to guarantee protection for an
e-business initiative, SiegeWorks’ experts will implement
a strong, scalable solution.

SiegeWorks ISG Services

SiegeWorks ISG (International Services Group) delivers seamless
security, privacy, and regulatory compliance. Its offerings include
SiegeNET™, SiegeAPP™, and SiegeTECH™.

SiegeNET Network Security Services

Network services include consulting and in-depth risk assess-
ment, penetration testing and gap analysis, strategic business
process remediation, regular checkups, “body replacements”,
management reporting, and remediation consulting.

Risk assessment services include audits, discovery of network

topology/environment, and vulnerability assessments.

Process remediation services include installation, configuration,
introduction of policies/rules, integration, compatibility, testing,

and documentation.
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SiegeWorks

Digital Defense Services (continued)

SiegeAPP Application Security Services

Security services for applications include thorough audits,
vulnerability assessment and remediation, and custom coding
for all enterprise and Web applications, databases, and wireless
applications. The offering includes documented best practices
and a secure coding training course. SiegeAPP covers all major
enterprise applications and platforms, including:

By Category:

« Client/Server (DB2, Informix, Oracle, SQL Server, Sybase)

« Collaborative (Email, Groupware, Document,
Message Management)

» Compliance and privacy

» Data Warehousing

* E-Commerce

« Enterprise Application Integration (EAI)

* Enterprise Resource Planning (ERP)

» Customer Relationship Management (CRM)

» Federated Identity Management

» Maintenance, Repair and Operations (MRO)

 Personal (Games, Entertainment Software, Home office)

« Security Products (Authentication, Content Filtering,
Firewalls, IDS, etc.)

* Web Services (UDDI, SOAP, WSDL)

» Wireless

* XML Applications

By Platform:

* BEA

* IBM

» Java/J2EE (iPlanet, Oracle App Server,
WebLogic, WebSphere)

* Microsoft (ASP, COM/DCOM)

* Oracle

* Peoplesoft

* SAP R/3

« Siebel Systems

SiegeTECH Advanced Technology Solutions

SiegeWorks provides the industry’s most advanced security
implementations, based on documented best practices and
security design and planning services. Complete solutions are
available for secure network, systems and application integrity,
and risk management. Solutions encompass application and
content firewalls, Virtual Private Networks (VPN), and Intrusion
Detection Systems (IDS/IPS).
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SiegeTECH is complemented by:

SiegeDM™ for Data-in-Motion Security Services

SiegeDM is about protecting electronic messages, including
e-mail, instant messages, and documents. It includes content
filtering, anti-spam, anti-virus, anti-worm, and secure messaging
from desktop-to-desktop or organization-to-organization.

SiegeDR™ for Data-at-Rest Security Services

SiegeDR is focused on “active-archiving” solutions for securing
static content, including stored e-mail and other messages,
documents, images, and graphic content. Vital to such solutions
is the ability to instantly retrieve data in response to legal
discovery processes and regulatory audits. Legislative
requirements, such as SEC 17a-4, require effective and secure
archiving solutions.

SiegeWorks Raises the Bar

SiegeWorks’ comprehensive method provides a quick and
appropriate response to digital attacks. It prioritizes network
protection for critical data, and uses adaptive rules to harden
the environment. This creates a long-term, strategic solution that
delivers business growth, revenue protection, cost savings, and
secure information exchange.

A customer-focused approach also ensures that enterprises
gain the training and experience needed to capitalize on their
investment. SiegeWorks’ track record guarantees knowledge
and professionalism, intelligent products, smooth transitions,
maximum returns, and a breadth and depth that are unmatched
in the industry.

Contact

SiegeWorks is headquartered in Dublin CA, with offices in major
cities worldwide: Sacramento, Seattle, Salt Lake City, Raleigh
NC, Philadelphia, New York City, Tokyo, Manila, Hong Kong,
Singapore, Malaysia, Australia, India and Mexico City. Contact
SiegeWorks by calling 1-925-224-7720 or locate their nearest
sales office at http://www.siegeworks.com/contact.html.
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